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Abstract

Identity verification systems face significant difficulties as a result of face morphing attacks. exploiting
the similarity between morphed images to permit fraudulent access as well as the original faces We
propose a comprehensive defense against these dangers. Convolutional Neural Network-based learning-
based system for detecting face morphing the internet (CNN) This system makes use of the efficient
feature extraction and CNNs' pattern recognition capabilities for making precise distinctions between
authentic and morphed images of the face. By using a large dataset to train the network, the system learns
to recognize subtle artifacts in both real and morphed faces. as well as inconsistencies brought about by
the morphing process. The proposed solution offers a reliable and effective strategy for increasing the
safety of systems for verifying an individual's identity, ensuring that only genuine access. Significantly,
our method demonstrates high detection accuracy. enhancing the security of biometric authentication
systems across a variety of applications, such as financial services, access control, and border control.
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LINTRODUCTION

Face transforming assaults sabotage character confirmation systems by creating images that are
misleading and blend features from various appearances, testing conventional methods for authentication.
This study provides an in-depth approach to learning with convolutional neural networks (CNNs) to
analyze minute details to identify morphed faces digital image anomalies by learning on a variety of the
CNN, a dataset of real and morphed images model's goal is to make the system safer by accurately
recognizing the difference between altered and genuine identities. The goal of this study is to improve the
biometric system's reliability. validation frameworks against advancing dangers in applications that care
about security. The info comprises in a video stream from a cheap webcam that shows the user's face. Our
endeavors focus on accurate, real-time full 3-D face tracking with six degrees of freedom in the presence
of alterations in facial expression, broad variations in posture, and partial occlusions to this, Lastly,
compared to the majority of the current state of the art, we make few assumptions. approaches. The
distance from the camera ought to be adequate. of an application that interacts with facial features, but it
can change based on the focal length used. Additionally, the initialization pose must be nearly frontal. The
proposed approach uses a standard 3-D face model to continuously monitor the Users' 3-D head
movements are used to create realistic, textured face models. As Our application consists of three main
modules, as shown in Fig. 1: initial Re-acquisition, 3-D head tracking, and model fitting in three
dimensions the 3-D model and the 3-D tracker are not discussed here. We require a model in three
dimensions, which can be a specific model retrieved from a or a generic model. database. The model is
warped orthogonally during the initial 3-D modeling step to the focal axis by matching 2 in order to
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conform to the user's face in an input image. At runtime, D facial landmarks are extracted. The initial
three-dimensional model of the face model is an important step. Face recognition is a PC innovation that
is being applied for some various applications that require the recognizable proof of human appearances
in computerized pictures or video. It is possible to consider it a distinct instance of object-class detection,
where the objective is to determine the sizes and locations of each object in an image that is a member of
a certain class. The technology can distinguish between frontal and near-frontal faces in a photograph,
paying little mind to direction, lighting conditions or skin tone.

ILLITERATURE SURVEY

Literature evaluation is a totally vital step inside the software improvement process. Before growing the
device, it's miles crucial to determine the time element, price savings and commercial enterprise
robustness. Once these things are glad, the next step is to determine which running gadget and language
can be used to broaden the device. Once programmers start constructing a device, they want numerous
external help. This support may be received from senior programmers, books or web sites. Before
designing the system, the above concerns are taken into consideration to increase the proposed gadget.
The fundamental a part of the assignment improvement department is to very well have a look at and
review all of the requirements of the challenge improvement. For every assignment, literature assessment
is the maximum vital step within the software program development system. Time elements, resource
necessities, manpower, economics, and organizational electricity need to be diagnosed and analysed
earlier than growing the equipment and related layout. Once those elements are satisfied and carefully
researched, the following step is to decide the software program specs of the specific pc, the operating
machine required for the undertaking, and any software program required to transport forward. A step like
growing tools and capabilities associated with them.

The issue of is addressed in this paper. attacks that transform faces in Face Utilizing Recognition Systems
(FRS) Images of newborn faces It introduces a novel strategy for test it in the face of these attacks. on an
852 real image dataset furthermore, 2460 transformed pictures from 42 babies [1].

This article enhances detection of morphing attacks by integrating DE morphing and the Full-Face
Representations. Tests across a number of databases show better discovery accuracy. Fusion of
Algorithms: Combines Deep Face and DE morphing Representations. Utilizes a Score-Level Fusion sum
of weights to combine results. Greater Detection: has an error rate of 4.9%, superior to the individual
techniques' 5.6% and 5.8% [2].

The topic of this paper is new methodology for constant face identification and using video to track. The
procedure entails recognizing faces using high velocity layout storing and matching the distinguished
countenances on a server as an example with a trained prior dataset. Utilizes Corner Detection activate the
boundary corner detection for the quick face layout coordinating. Capture of Faces: Finds and uses a web
to get faces camera. Server Coordinating: Matches stored faces captured face information on the server
Instantaneous Processing: Ensures rapid and effective facial recognition and tracking [3].

His research centers on distinguishing face transforming assaults in Face Acknowledgment Frameworks
(FRS). It provides a brand-new method known as Single Morph Attack on Images S-MAD detection The
method makes use of CNN-related features like ResNet50 and AlexNet. It tests on a dataset made with
five transforming procedures and three types (print-scan, digital, and (Compression of print and scan)
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Extracts from Deep CNN Features: images of facial features using ResNet50 and AlexNet. Staggered
Combination: Consolidates features on various levels to spotting morph attacks Setup of a Dataset: Creates
a dataset to test with a variety of methods for changing and mediums. Tests carried out within the the same
data set across different datasets. Compared to: Compared to other popular ways to get a single detection
of image morph attacks [4].

The current machine-based method for detecting morphed faces Analytical and comparing sophisticated
algorithms are used in learning. facial features that can tell the difference between real and fake images.
Because it is necessary to train models on a large number of datasets that include both genuine and altered
images.

IHII.PROPOSED SYSTEM

Our proposed framework for profound learning-based face transforming location uses Enhancing identity
verification procedures with Convolutional Neural Networks (CNNs). CNNs are particular for picture
investigation, empowering them to actually recognize unpretentious real-life versus morphed facial
images differ. By using a diverse dataset that contains both authentic and, the CNN model can be trained
on our system learns to recognize distinct patterns and inconsistencies in manipulated images. related with
transforming methods. This method ensures that the system can accurately perform identity verification.
distinguish between genuine individuals and morphed identities used in fraudulent attempts. Rapid
detection is made possible by real-time processing capabilities, and continuous updates and The system's
capacity to adapt to new morphing methods is further enhanced through retraining. Our ultimate objective
is to enhance biometric authentication system security, ensuring robust identity verification across a wide
range of applications.

Advantages
e By early detection of fake faces, it is constantly learning and updating itself to be able to perform
new tricks.

e With morphed faces, people might use to pretend to be someone else.
e Rapid Response.

Deep Learning:

Profound learning is a subset of Al that utilizes multifaceted brain organizations, called profound brain
organizations, to reproduce the complicated dynamic force of the human mind. Most of the Al applications
we use in our daily lives are powered by deep learning in some way. The structure of the underlying neural
network architecture is the primary distinction between deep learning and machine learning. Traditional
"nondeep" machine learning models make use of straightforward neural networks with just one or two
computational layers. The training of deep learning models typically involves hundreds or thousands of
layers spread across three or more layers. Deep learning models can use unsupervised learning, whereas
supervised learning models require structured, labelled input data to produce accurate outputs.

With unaided learning, profound learning models can separate the qualities, elements and connections
they need to make exact results from crude, unstructured information. These models are also able to
evaluate and improve their outputs for increased precision. Many applications and services that improve
automation are driven by deep learning, a component of data science that performs analytical and physical
tasks without human intervention. Digital assistants, voice-activated TV remotes, credit card fraud
detection, self-driving cars, and generative Al are just a few of the everyday products and services made
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possible by this. eBook Make Al workflows that are responsible using Al governance. Get familiar with
the structure blocks and best practices to assist your groups with speeding up mindful artificial
intelligence. Related material Sign up for the generative Al eBook.

IV.SYSTEM ARCHITECTURE

The description of the overall traits of the software is linked to the definition of the requirements and the
established order of a high degree of the gadget. During architectural design, numerous web pages and
their relationships are described and designed. Key software components are defined and decomposed into
processing modules and conceptual records systems, and relationships between modules are described.
The proposed system defines the following modules
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Fig 1: System Architecture

SYSTEM MODULES

. Video acquisition
. Pre-processing

. Feature extraction
. Segmentation.

. Classification

Video acquisition

Video obtaining can be characterized as the demonstration of acquiring an image from various sources
Hardware can accomplish this. system, including datasets and cameras, as well as some This procedure
also involves encoders and sensors.

Pre-processing.

The primary objective of image pre-processing is improvement of data like images that cut down on
distortions or enhances some features unwillingly, simply We can say that the unwanted disturbance has
been removed from the picture.

Feature Extraction

It is a component of the dimensional reduction process in which divides an initial set of raw data and
reduced to groups that are easier to manage.

Segmentation.

Conversion from pixel to labelled image is the process. from the picture This procedure allows you to
process only the essential parts, not the entire image.
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Classification

The task of figuring out exactly what is in the image. That process will occur as a result of the model's
training to comprehend the various classes. For eg: you may prepare a capable of identifying the three
distinct animals in the image.

V.RESULT & DISCUSSION

The face morphing identifying system proposed is a very efficient mechanism of enhancing the accuracy
of identifying a person by filtering out real and forged faces. With the help of a Convolutional Neural
Network (CNN) the system can automatically learn complicated facial patterns and detect automatic
inconsistencies added during the morphing process namely unnatural texture blending, misaligning of
facial features, and asymmetric boundary transitions. The experimental findings indicate that the model
attains a high degree of accuracy, as well as, high level of precision and recall and it can effectively identify
most morphing attacks but with low rates of false positive identifications on natural images. This balance
is especially a crucial element in the practical world where the security along with the convenience of the
users have to be considered. The fact that they used a large and varied training data also contributes to the
robustness of the system since it can be used in different conditions including the differences in
illumination, poses, and image quality. Comparing to conventional feature-based methods the CNN-based
method has better adaptability and efficiency since it does not require manual feature engineering and is
able to improve itself during training. Nevertheless, the analogy also provides the fact that the system can
be problematic with the highly sophisticated or not observed morphing methods previously, and the
regular update of the model and enlargement of the databases should be regarded. All in all, the proposed
solution will be effective in supporting biometric authentication systems by minimizing the chances of
unauthorized access that make it a credible and scalable solution in applications in banking, access control,
and border security.

PERFORMANCE MATRIX
Performance Table

‘TABLE 1. PERFORMANCE MATRIX

Advanced International Journal of Multidisciplinary Research (www.aijmr.com)



Advanced International Journal of Multidisciplinary

A Research
E-ISSN: 2584-0487
editor@aijmr.com

AIJMR ’

Volume 4, Issue 2, March-April 2026
CrossRef DOI: 10.62127/aijmr.2026.v04i02.1259

GRAPH
ROC Curve
ROC Curve
10
0.8
X
2 06
£
y a4
az
a.0 —— AUC = 1.0000
ao 0z aa 06 08 1o
False Positive Rake
FIG 2.ROC GRAPH
Contusion Matrix
Confusion Matrix
- 1000
g
290 0 800
:
E
= - 600
g
. - 400
::: 200
' -0
morphed images real images
Predicted
FIG 3. CONFUSION MATRIX
SCREENSHOTS

B Image-Based Deepfake Detection

FIG 4. INDEX PAGE

AIJMR26021259 | Advanced International Journal of Multidisciplinary Research (www.aijmr.com) m




Advanced International Journal of Multidisciplinary
A Research

E-ISSN: 2584-0487

editor@aijmr.com
AIJMR :

Volume 4, Issue 2, March-April 2026
CrossRef DOI: 10.62127/aijmr.2026.v04i02.1259

I petection Results

Prediction Probability

e

FIG 7. RESULTS

CONCLUSION

Face morphing based on deep learning combines advanced traditional image techniques with neural
networks processing techniques for achieving realistic and high-quality face modifications. The procedure
involves a complete pipeline from the preparation of the data and include extraction to cutting edge
transforming methods and post-processing. The advancement of deep learning technologies to advance,
the abilities for making more complex Additionally, it is anticipated that the range of realistic face morphs
will grow, presenting new opportunities in a variety of fields.
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