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Abstract

Electronic voting systems must guarantee high levels of security, transparency, and trust in order to
prevent fraud and protect voter privacy. This paper presents a blockchain-based electronic voting system
that utilizes smart contracts deployed on the Ethereum network to create a secure and tamper-resistant
voting environment. The system enables authenticated interaction between voters and administrators,
allowing secure vote casting, election configuration, and result verification without reliance on centralized
authorities. By employing decentralized blockchain storage and automated smart contract execution, the
proposed approach prevents duplicate or unauthorized voting while ensuring the integrity and
immutability of election data. Each vote is permanently recorded on the blockchain, enabling public
verification while maintaining voter anonymity. The system also enhances transparency by allowing
election results to be independently validated. The implementation demonstrates that blockchain
technology can provide a scalable, reliable, and cost-effective solution for modern electronic voting
systems, strengthening confidence in digital electoral processes.
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LINTRODUCTION:

Block chain is one of the first technologies within the IT global. It is a new block chain era that works in
transactional methods. It ambitions to provide a secure and at ease business device the use of virtual crypto
currencies that cannot be changed by means of absolutely everyone with an ulterior purpose. A block is a
group of blocks that contain data about transactions with whom, and everything is shipped for the duration
of the community within the shape of a digital post, which could be very at ease and not possible to
exchange, hack, or screw. Machine The block is confirmed and demonstrated via every community node
to hold the technique of completing transactions [1]. In this paper, we propose a self-tallying e-voting
protocol using a smart contract deployed on Ethereum, which can be replaced by any blockchain that
supports smart contracts. We use the paradigm of score voting introduced into make our scheme suitable
for more scenarios. Electronic voting systems are prone to a relied upon authority, which poses threats of
manipulating or losing ballots [2]. To get around the above shortcomings, self-tallying e-voting models
enable any party to check and calculate the final results without a central party. Such systems with the aid
of blockchain and contemporary cryptographically tools can provide transparency, privacy, and
manipulation resistance. The paper introduces a decentralized voting scheme that provides strong vote
submission, verifiability and equitable publicizing of results [3]. The increasing distrust in both the
traditional and digital voting system has brought up the issue of fairness, security and transparency in the
election process. The centralized systems are usually prone to manipulation and thus there is the need to
have a more secure way of defending the democratic rights. A viable alternative provided by blockchain
technology is its ability to guarantee immutability, decentralization, and proper recording of votes with no
need of physical polling centers. This work presents a blockchain-powered voting system that is going to
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offer a high level of transparency, high level of security, and scalable online elections [5]. One-vote veto
systems, where the vote only counts as anonymous, demand great privacy, particularly when one no-vote
is enough to turn the vote. Due to the emergence of quantum technology, qubits provide an alternative
means of voting privately. This paper presents a straightforward quantum-based vetoing protocol, which
guarantees the privacy, fairness, and verifiability. The initial Open Vote Network (OV-Net) was a
decentralized and private voting system, which was ineffective at scale with a large number of candidates.
Its tallying cost was soaring and hence it could not be used in large elections. This paper presents a better
version of OV-Net in which tallying is only linearly related to the size of the candidate set, and secrecy
and verifiability are maintained [4] [7]. The classic forms of voting are physical presence, and in most
cases, they are not very secure and private. As the level of digitization increases, e-voting technologies
can provide remote voting, although they are subject to such threats as manipulation and data leakage.
Blockchain-based architectures address these challenges because it ensures the transparency,
immutability, and safe authentication of reliable e-voting [9]. The existing voting systems, including forms
of voting that are both safe and reachable, are especially crucial in a time when people cannot physically
turn up to cast their vote due to the COVID-19 pandemic. In such areas as Iraq, the lack of infrastructure
and the problems of post-conflict makes the traditional voting unreliable. The alternative solution is the
use of mobile-based voting where citizens can vote safely through the devices they already possess [10].

ILLITERATURE REVIEW:

J. Yao, B. Yang, T. Wang and W. Zhang. (2024), The existing literature on self-tallying e-voting
concentrates on homomorphic encryption and zero-knowledge proofs, with most having difficulties in
dealing with abortive voters and adaptive attacks. Earlier models of blockchain enhanced transparency,
however, they still relied on partial trust or did not produce low computational costs. Recent protocols
based on ElGamal and group encryption are better, but they do not effectively deal with inactive voters.
All these holes indicate that a large scale and fully decentralized system is required to support large scale
elections [1].

M. S. Farooq, U. Iftikhar and A. Khelifi. (2022), The previous blockchain-aided voting systems reviewed
enhanced automatization, but many of them relied on a set of trusted actors and thus left systems
vulnerable to intrusion and vote manipulation. Other suggestions minimized the administrative role but
had issues with voter privacy and long turnaround time, particularly in large scale elections. There were
also systems where end to end verification was allowed and was prone to latency and low protection
against technical failures. These shortcomings indicate that a safer, privacy-friendly, and high-
performance blockchain voting solution is required, and the presented framework is provided with the
option of flexible consensus, encryption, and an improved chain verification to meet the requirements [2].

According to S. Wu et al. (2021), Traditional veto methods are not that anonymous and are susceptible to
threats of quantum-era attacks. Previously, quantum based solutions to privacy issues enhanced the
privacy, but those methods were usually based on complicated computations or unrealistic conditions.
These inadequacies indicate the need of a viable, safe, and convenient quantum veto protocol, which will
be an endeavour of our solution [3].

S. Wei, H. Zhang, W. Zhang and H. Yu (2020), With N- variant and mimic defence systems, earlier studies

used pairwise similarity to test diversity, but again it loses its reliability as the type of variants grows. The
current selection algorithms do not have an attack-based model to demonstrate their resistance. Recent
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results mention the necessity of more comprehensive metrics of heterogeneity and superior voting, which
provokes the enhanced strategy adopted in this paper [4].

S. Majumder, S. Ray, D. Sadhukhan, M. Dasgupta, A. K. Das and Y. Park. (2023), Previous research on
e-voting was based on paperless and electronic systems, however, failed at their attempt to provide
privacy, attack resistance and results that were verifiable. Recent studies have centred on blockchain,
Merkle trees and other cryptographic methods such as zero-knowledge proofs to enhance security.
Nevertheless, the majority of current models do not have effective consensus and lightweight mechanisms,
which inspires better blockchain-based e-voting schemes [5].

N. A. J. Al-Habeeb, N. Goga, H. A. Ali and S. M. S. Al-Gayar. (2020), The benefits of electronic and
mobile voting have been mentioned in the previous works, however, most of the existing literature is found
in technologically advanced areas with high digital infrastructure. Studies of post-conflict or infrastructure
restricted regions are relatively few; particularly in Asia Minor. Available evidence indicates that solutions

which are balanced in terms of ease of use, security, and accessibility are required-something that needs
to be filled in this study [6].

III.PROPOSED METHODOLOGY

Executor’s best has the right to hold elections, appointments and votes. The control can test the votes.
Administrative exams are reversed every term, so attempt to show a manner to save you voters from
balloting at the ballot. You can discover a winner, however victory is not a system or a vote. It makes use
of a blocking tool. This method of recording protects your identity with every phrase.

Advantages of Proposed Methodology
A voter cannot verify the overall voting statistics, and individual votes are not uniquely identifiable. The
blockchain is used to record and manage the voting process.

|
;";;; E‘j)\

VOTER REGISTRATION VOTE TRANSACTION
-=

AUTHENTICATION RESULT VALIDATION

VOTE VERIFICATION

Fig: 1 BLOCK CHAIN SECURITY
Blockchain is a technology which utilizes the structured distributed blocks which exist in a blockchain

network to allow individuals and businesses to store and process data. Each new block stores a transaction
or chain of transactions which are connected to all the previous blocks with a cryptographic chain.
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Validation Transaction

This involves checking the wallet of the sender and the e-mail of the recipient and ensuring that the
transaction is comfortable and impeccable. Block chain verification is implemented by applying consensus
algorithms and cryptographic strategies, which guarantee the integrity and impossibility of changes.

Authentication

A visual cryptography and QR codes-based system of voter authentication was digital. The purpose of
usability is to provide electorate with a minimum technical delight with a profitable machine. All the
consumer needs is a tool that combines a QR code reader, such as a telephone. Such a method relies on
visible cryptography as a running device: e-vote casting cards are coded and encrypted in the form of QR
codes to prevent authentication and implicit transparency. Thus, transparency will not disclose any records
but reveal hidden keys during the organization of layers.

Vote Transaction

The volume of trade in the shape of a digital ledger which is circulated throughout the network, makes it
safer and unfeasible to alter or defraud the system. It is thus checked and confirmed by all the nodes of
the block chain network to get the process of making the transactions.

Result Validation
Checking. if the e-voting system meets the specified goals, checking if the e-voting system performs
functions it is supposed to perform.

Vote Verification

checking whether e-voting system is consistent, checking whether e-voting system complies with the
standards, checking whether the e-voting system employs sound techniques and reasonable practices,
checking whether the e-voting system fulfils the chosen functions in the right way, checking whether the
e-voting protocol is compatible with e-voting system,

1. Administrative Block

In this module, the administrator maintains all required records and documentation for reporting purposes.
The admin is responsible for managing candidate details, voter information, and overall election activities.
Vote counting and result evaluation are carried out under administrative control to ensure accuracy. The
administrator also verifies the validity of ballots to identify any irregular or compromised votes. Once
verification is complete, the election process is formally closed and the final results are published.

2. Custom Block

In this module, users are authenticated to ensure secure access to the information provided by the system.
To view data or submit queries, a user must first register and log in with valid credentials. During
registration, essential details such as email address, username, password, and display name are collected.
The display name is used within the system to identify users according to their personal preferences.

3. Records Entry Module

Each voter is permitted to view the candidates and cast a vote, while only the final winner is visible after
the election without revealing individual vote counts. The use of blockchain ensures that the voting process
remains secure and tamper-resistant.
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4. Secure Vote Platform

Blockchain technology combined with smart contracts provides a robust solution for electronic voting
systems, making them secure, cost-effective, reliable, and easy to use. Since every vote is recorded as a
separate block, it ensures that votes remain tamper-proof and cannot be altered.

PROPOSED ALGORITHM

HMAC- HMAC is a hash-based MAC which utilizes a hash function. It no longer includes any
cryptographic functionalities such as mdS5, shal and sha256 as well as a multitude of others. To the extent
that the only parameter used in the HMAC is the hash characteristic, the magnitude is surpassed to the
magnificence, and the wrapper magnificence bears the majority of effective static capability which
encompasses the hash attribute. HMAC uses shell capability in-house. The HMAC set of rules has been
designed in a such way that it is highly flexible due to combination with the hash function.

Security:

The security comparison highlights the ability of each voting system to resist manipulation, unauthorized
access, and data tampering. Traditional and EVM-based systems show limited protection due to
centralized control, while the proposed blockchain system demonstrates stronger resilience through
decentralization and cryptographic safeguards.

Security Comparison

Traditional EVM Prev Blockchain Proposed
vating Systems

FIG 2. SECURITY BAR GRAPH

Transparency:

This graph illustrates how openly election processes and results can be verified by participants.
Conventional systems depend on administrative audits, whereas the proposed model enables public
verification through an immutable ledger, ensuring greater openness in vote recording and counting.
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Transparency Camparison
FIG 3. TRANSPARENCY
Privacy:

The privacy comparison reflects how well voter identities and choices are protected. Earlier systems
expose voters to risks through physical or centralized records, while the proposed system preserves
anonymity by separating identity verification from vote storage using cryptographic methods.

Privacy Comparison

Trad Lorral EVM Preew Blucke haln
Vnting Systems

FIG 4. PRIVACY

Trust:

Trust levels indicate public confidence in the fairness of the voting process. Centralized systems require
reliance on authorities, whereas the proposed blockchain-based approach builds trust through distributed
validation and tamper-proof records.

Trust Comparison

Score i1-10]

EVM Prew Blackchain
Wotng Systems

FIG 5. TRUST
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IV. RESULT AND DISCUSSION

In the initial stages of its progress, citizens rely on the vote casting issues. They either vote in person or
through mail and feel that their vote has been changed, discarded or changed. The possibility of
manipulation after the casting and before counting of votes can be reduced by using electronic voting era
with a safety clause. In this system the citizens submit their votes in voting points by polling through
electronic vote casting machines that store data regarding the ballots and provide voters with a paper
receipt to attend to their ballot. The voters are able to certify themselves that they have made a choice of
their minds. In such a manner, block chain arrangements aid in properly presenting the election results
and rely on votes without the possibility of human errors. The voting enterprise can now benefit the
enhancement of block chain provision which provides a comfortable and transparent vote casting system
with the support of block chain time and custom block chain solutions. The machine that is mainly based
on blockchain will help in developing a cozy environment in which residents will think and take action in
uncertain scenarios. The lock plays a significant role within the former registration. People and
government members might refresh their voter registration with additional security of the fact that the
blockchain is not ended randomly, but it is constantly being updated with facts concerning what account
the alternate became was made in and at what time. Big independent agencies may modify voter
registration in real-time metrics to detect purge or dubious pastime. Also, proper vote-counting and
hundred percent electoral transparency.

E-Voting System Using BlockChain

Fig: 2 Screenshot

,,,,,,

Rasamr ey Addres

Fig: 3 Screenshot

V. CONCLUSION

This paper presents a structured approach to logo identification. Protecting data privacy is highlighted as
a key user right in content verification, and several new logical frameworks are proposed. Authentication
of content in hybrid cloud environments is addressed, where replicated data files are stored on private
cloud servers using individual encryption keys. Security analysis shows that the system is resilient against
both internal and external threats. A standard attack model is used to validate the protection mechanism.
To illustrate the concept, a prototype version of the proposed framework was developed and tested. Results
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demonstrate that the dual-injection mechanism requires minimal overhead compared to conventional
encryption methods when transmitting data over the network.
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