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Abstract:   

Signature verification is commonly used for the signature is real or fake. Signatures are used in banks, 

offices, and legal documents. Fraudulent signatures can cause serious financial loss. Manual signature 

verification is not always reliable. Human errors may occur during verification. Therefore, an automatic 

signature fraud detection system is needed. This project focuses on signature fraud detection using deep 

learning methods. The system works with offline handwritten signature images. Signature samples are 

collected from different individuals. These samples are converted into digital image format. Image 

preprocessing is performed to remove noise. Image resizing and normalization are also applied. 

Convolutional Neural Network (CNN) is used for feature extraction. CNN helps in identifying important 

signature patterns. It learns features such as shape, curves, and strokes. CNN improves accuracy in image 

classification tasks. It reduces the need for manual feature selection. Siamese Neural Network is used for 

signature comparison. It compares two signature images at a time. The network checks similarity between 

input signatures. It determines whether the signatures belong to the same person. Siamese network is 

effective for verification problems. The system compares test signatures with stored reference signatures. 

Based on similarity score, the signature is verified. The output shows whether the signature is genuine or 

forged. The model is trained using labeled signature data. Testing is done using unknown signature 

samples. The performance is measured using accuracy and error rate. The system provides fast and reliable 

results. It reduces dependency on manual verification. This method improves security in authentication 

systems. It is suitable for banking and document verification applications. 

 

Keywords: Signature Fraud Detection, Deep Learning, Siamese Neural Network, Biometric 

Authentication, Kaggle Dataset, Image Verification. 

 

I.INTRODUCTION 

Signature fraud detection is used to verify whether a signature is genuine or forged. Signature play an 

important role in banks, legal documents and identify verification. Manual checking of signatures is 

difficult and may lead to mistakes. Therefore, automated systems using deep learning are preferred. This 

approach, a kaggle signature dateset is used, which contains genuine and forged signature images 

Image processing techniques such as re-sizing, grayscale conversion and normalization are applied to 

improve image quality and make all signatures uniform.  These processed images are then used for training 

the model.  A Siamese Neutral Network is a special type of deep learning model that compares two 

signatures images at a time. It learns measure the similarity between signatures instead of classifying them 

directly. If the similarity score is high the signature is considered genuine method improves accuracy and 

works well even with limited training data. This system provides a reliable, fast and accuracy way to detect 

signature fraud and reduces dependence on manual verification. 
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Deep Learning is a subset of machine learning that uses multi layered neural networks to learn complex 

patterns in data. Signature fraud detection using deep learning has become an effective solution. Deep 

learning modules can automatically learn important features from signature images, such as shape, stroke 

patterns, and writing style. These features help the system distinguish between genuine and forged 

signatures with high accuracy. Siamese Neural Network  takes two input images at a time and compress 

both, check whether they belong to same or not. A Siamese Neural Network uses two identical CNN's 

with shared weights to extract  feature vectors to determine similarity. If the distance is below a threshold, 

the  signature is genuine otherwise it is considered forged. 

 

II. LITERATURE REVIEW 

In [1] P. P. K., A. J. S. P., and B. B., “Advanced Deep Learning Algorithm for Offline Signature Fraud 

Detection” (ICCES, 2024) studies offline handwritten signature verification for fraud detection.The 

research uses scanned signature images and applies preprocessing like noise removal, normalization, and 

feature enhancement. A convolution-based model is proposed to learn discriminative signature patterns 

and classify signatures as genuine or forged. Experimental results show improved accuracy of 92.5%, with 

higher precision and recall than traditional machine learning methods. Limitations include small dataset 

size, no cross-dataset validation, and lack of real-world deployment analysis, affecting generalization. 

 

[2] N. Shetty, S. Shetty, and N. Shetty, “Deep Learning-Powered Signature Authentication: The Signature 

Verify CNN Model” (ICAISS, 2025) studies offline handwritten signature verification. The research uses 

scanned signature images with preprocessing steps like noise reduction, normalization, and feature 

enhancement. Experimental results demonstrate high accuracy is 90.6%, precision, and recall compared 

to traditional machine learning methods. Limitations include small dataset size, lack of cross-dataset 

validation, and no real-world deployment analysis, which may affect generalization across diverse 

signatures. 

 

[3] E. F. Rudico, J. M. Y. Armocilla, and M. V. C. Caya, “Detection of Offline Handwritten Signature 

Forgery Using InceptionV4 with Sobel Edge Detection” (DSPA, 2025) focuses on offline signature forgery 

detection. It employs an InceptionV4-based deep learning model to learn distinctive signature patterns and 

classify signatures as genuine or forged. Experimental results show high accuracy is 96.9%, precision, and 

recall, outperforming conventional machine learning approaches. Limitations include limited dataset size, 

absence of cross-dataset validation, and no real-world deployment testing, affecting generalization across 

diverse signatures. 

 

[4] A. S. M., S. Suvarna, and R. K. T., “Online Digital Cheque Signature Verification using Deep Learning 

Approach” (ICECAA, 2023) focuses on online digital cheque signature verification. The study uses digital 

signature data captured during signing and applies preprocessing such as normalization and noise 

reduction. Experimental results demonstrate high accuracy is 93.9%, precision, and recall compared to 

traditional machine learning methods. Limitations include limited dataset size, no cross-dataset validation, 

and absence of real-world deployment testing, affecting generalization across diverse signatures. 

 

[5] O. Tarek and A. Atia, “Forensic Handwritten Signature Identification Using Deep Learning” (SETIT, 

2022) focuses on forensic offline handwritten signature identification. A deep learning–based model is 

employed to extract discriminative features for identifying and verifying signatures. Experimental results 

demonstrate improved accuracy is 91.8% , precision, and recall compared to conventional techniques. 
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Limitations include limited dataset size, lack of cross-dataset validation, and absence of real-world 

forensic deployment analysis, which may affect generalization. 

 

[6] O. Tarek and A. Atia, “Forensic Handwritten Signature Identification Using Deep Learning” (SETIT, 

2022) focuses on forensic offline handwritten signature identification. The study uses scanned handwritten 

signature images and applies preprocessing such as noise removal and normalization. A deep learning–

based model is employed to extract discriminative features for identifying and verifying signatures. 

Experimental results demonstrate improved accuracy is 95.7%, precision, and recall compared to 

conventional techniques. Limitations include limited dataset size, lack of cross-dataset validation, and 

absence of real-world forensic deployment analysis, which may affect generalization. 

 

[7] G. K. Pandey, V. Raj, A. Agarwal, M. Dixit, S. S. Chauhan, and S. Srivastava, “Offline Signature 

Verification: An Extensive Survey of Deep Learning Methods” (ICSADL, 2025) presents a comprehensive 

survey of offline signature verification. It analyzes various deep learning architectures, including CNN's 

and hybrid models, used for signature verification and forgery detection. The survey highlights 

performance improvements in accuracy is 97.2%, precision, and recall achieved by deep learning methods 

over traditional approaches. It discusses strengths and challenges of existing models in handling skilled 

and random forgeries.  

 

[8] C. A. Krishna and R. Bhuvaneswari, “Offline Signature Forgery Detection using Multi-Layer 

Perceptron” (ASIANCON, 2023) focuses on offline handwritten signature forgery detection. A Multi-

Layer Perceptron (MLP) model is employed to learn signature features and classify signatures as genuine 

or forged. Experimental results show improved accuracy is 95.4%, precision, and recall compared to 

traditional rule-based approaches. Limitations include limited dataset size, lower performance compared 

to deep CNN-based models, and lack of cross-dataset validation and real-world testing, affecting 

generalization. 

 

[9] S. Bhirud, S. Bijwe, T. Chavan, A. Bhonsle, S. Rukhande, and D. G., “Deep Transfer Learning for 

Authenticating Handwritten Signatures” (EAIC, 2025) focuses on offline handwritten signature 

authentication. Experimental results demonstrate improved accuracy is 95.8%, precision, and recall 

compared to traditional machine learning methods. Limitations include dependency on pre-trained models, 

limited dataset size, lack of cross-dataset validation, and absence of real-world deployment analysis, 

affecting generalization. 

 

[10] R. N. Mistry, N. More, S. Patil, and C. Desai, “Multilingual Signature Verification Using Deep 

Learning: A Three-Phase Modular Approach” (ICCUBEA, 2025) focuses on offline multilingual 

handwritten signature verification. It proposes a three-phase modular deep learning framework for feature 

extraction, verification, and classification of signatures. Experimental results show high accuracy is 

96.7%, precision, and recall across different language scripts compared to traditional approaches. 

Limitations include increased system complexity, limited cross-dataset validation. 

 

[11] A. A. Lakshmi, G. S. Reddy, M. S. Reddy, and N. Kathirisetty, “Offline Signature Forgery Detection 

Based on Geometric Measures Using Tensorflow Model” (ASSIC, 2024) focuses on offline handwritten 

signature forgery detection. Experimental results demonstrate improved accuracy is 98.5%, precision, and 

recall compared to traditional machine learning techniques. 
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Limitations include dependence on geometric feature quality, and absence of real-world deployment 

evaluation, which may affect generalization. 

 

[12] S. C. Nossam, R. A. Katakam, G. Pulastya, and S. Jayan, “Signature Forgery Detection and 

Verification using Deep Learning Techniques” (ICCCNT, 2024) focuses on offline handwritten signature 

forgery detection and verification. The study utilizes scanned signature images with preprocessing steps 

such as noise removal and normalization. Experimental results demonstrate improved accuracy is 98.2%, 

precision, and recall compared to conventional machine learning approaches. Limitations include limited 

dataset size, lack of cross-dataset validation, which may affect generalization. 

 

[13] N. B. Emberi, A. Mohan, C. A. Naphade, and R. Ransing, “Harnessing Deep Neural Networks for 

Accurate Offline Signature Forgery Detection” (ICICCS, 2023) focuses on offline handwritten signature 

forgery detection. Deep neural network models are employed to extract discriminative features and 

classify signatures as genuine or forged. Experimental results show high accuracy is 92.7%, precision, and 

recall, outperforming traditional machine learning methods. Limitations include limited dataset size, lack 

of cross-dataset validation, and absence of real-world deployment analysis affecting generalization. 

 

[14] G. P., S. G., K. R. K., K. N. K. J., and K. N., “Real Time Signature Forgery Detection Using Machine 

Learning” (ICAECT, 2022) focuses on real-time offline handwritten signature forgery detection. The study 

uses scanned signature images with preprocessing steps such as noise removal and normalization. 

Experimental results show good accuracy is 95.8%, precision, and recall compared to traditional 

approaches. Limitations include small dataset size, lack of cross-dataset validation, and no real-world 

deployment analysis affecting generalization. 

 

[15] S. Lodha and H. Malani, “A Unique Approach to Efficient Fraudulent Signature Detection Using 

Deep Convolutional Neural Network, Xception, and EfficientNet” (AIVR, 2022) focuses on offline 

handwritten signature forgery detection. 

Deep learning models including CNN, Xception, and EfficientNet are employed to extract features and 

classify signatures as genuine or forged. 

Experimental results demonstrate high accuracy is 98.3%, precision, and recall compared to traditional 

machine learning methods. 

Limitations include limited dataset size, affecting generalization. 

 

III.PROPOSED METHODOLOGY 

The system is to detect signature fraud by comparing a test signature with a genuine signature using deep 

learning techniques. It is based on a Siamese Neural Network architecture combined with Convolutional 

Neural Networks (CNN's) to effectively learn and compare signature patterns. 

First, a signature dataset containing both genuine and forged signatures is collected from kaggle. The 

dataset may include offline (scanned) handwritten signatures. All signature images are preprocessed to 

improve quality. Preprocessing steps include image resizing, noise removal, normalization, and 

binarization to reduce variations caused by scanning conditions. 

Next, pairs of signature images are created. Each pair consists of either two genuine signatures one genuine 

and one forged signature. These pairs are used as input to the Siamese Network, which is designed to learn 

similarity rather than classification. 



 

Advanced International Journal of Multidisciplinary 
Research 

  

E-ISSN: 2584-0487                                                                                                                 
editor@aijmr.com 

 

Volume 4, Issue 2, March-April 2026 
 

CrossRef DOI: 10.62127/aijmr.2026.v04i02.1267 
 

 

AIJMR26021267 Advanced International Journal of Multidisciplinary Research (www.aijmr.com) 5 

 

Each branch of the Siamese Network uses a Convolutional Neural Network (CNN) with shared weights. 

The CNN automatically extracts meaningful features such as stroke shape, texture, curves, and writing 

style from the signature images. Because both branches share parameters, the network learns consistent 

feature representations. 

 

The extracted feature vectors from both branches are then compared using a distance metric. An Euclidean 

distance is used to minimize the distance between genuine signature pairs and maximize the distance 

between genuine–forged pairs. 

During training, the model learns to differences between geninue and forged signatures. Once trained, the 

system can evaluate a new signature by comparing it with a stored genuine signature and producing a 

similarity score. 

Finally, a decision threshold is applied to classify the signature as genuine or forged. This deep learning–

based approach provides a reliable solution for signature fraud detection. 

 

6.1 Deep Learning: 

Signature fraud detection is used to identify fake or forged signatures. It helps in verifying whether a 

signature is genuine or not. Deep learning models automatically learn important features from signature 

images. The system compares a new signature with stored genuine signatures. If the signature pattern does 

not match, it is marked as fraudulent. This method reduces human errors in signature verification. It 

improves accuracy compared to traditional verification methods. 

6.2 Siamese Neural Network: 

Siamese Neutral Network compares two signatures instead of classifying just one. It learns the similarity 

between an original signatures and a test signature. Both signatures are passed through identical neutral 

networks with shared weights. The model measures how closely the two signatures match. If the similarity 

score is high, the signatures is considered genuine. If the similarity score is low, the signature is marked 

as forged. 

6.3 Biometric Authentication:- 

Signature fraud detection using biometric  authentication is a security technique used to verify a persons 

identity based on their handwritten signature. Since every individuals signature has a unique patterns, it 

can be treated as a behavioral biometric. 

6.4 Image Verification 

It works by comparing a scanned signature image with an original stored signature image prepossessing 

techniques are used to extract important features from the signature. Machine learning models analyze 

shape, strokes and patterns of the signatures. The system checks whether the new signature matches the 

genuine one. 
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IV.SYSTEM ARCHITECTURE DIAGRAM 

 
    

Fig:1: SIGNATURE FRAUD DETECTION USING DEEP LEARNING 

 

The system takes a genuine signature and a test signature as image inputs. Both images are preprocessed 

by re sizing and normalizing them for consistency. The processed images are fed into a Siamese Neural 

Network. Each side of the network (CNN 1 & CNN 2) extracts important signature features.  Two feature 

vectors are compared using a distance or similarity measure. This distance is checked against a predefined 

threshold. If the distance is small the signature is Genuine, otherwise  the signature is Forged. 

 

V. RESULTS & DISCUSSION 

The system was tested using genuine and forged signature images. The dataset was divided into training 

and testing sets. CNN was used to extract important signature features. It identified stroke patterns and 

signature shapes effectively. CNN achieved good accuracy in classification. Siamese Neural Network 

compared pairs of signatures. It measured similarity between reference and test signatures. SNN correctly 

identified forged signatures. The combined approach reduced verification errors. The system proved 

reliable for signature authentication. 
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VI. CONCLUSION & FUTURE SCOPE 

This project presented a signature fraud detection system using deep learning methods. CNN was used to 

extract important features from signature images. It effectively captured shape and stroke patterns of 

signatures. Siamese Neural Network was used to compare genuine and test signatures. The system 

successfully identified forged signatures. It reduced errors compared to manual verification. The results 

showed reliable and consistent performance. This method can be used in banking and document 

verification systems. In the future, the system can be trained using larger datasets. More variations of 

signatures can be included. Real-time signature verification can be implemented. Performance can be 

improved for complex forgery cases. The system can be integrated with online authentication platforms 
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