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Abstract: 

Digital banking and fintechs have made the retail banking ecosystem in India more convenient, accessible 

and financially inclusive. Internet banking, mobile banking, Unified Payments Interface (UPI), digital 

wallets, and online investment services have all led to changes in the way that consumers engage with 

financial institutions. Consumers have also, increasingly, been the victims of fraud, financial fraud, 

financial malpractices, and the mis-selling of financial products. Many banking consumers do not possess 

the digital awareness or financial knowledge to accurately assess complex financial products, assess the 

risks associated with financial transactions conducted online, or fully exercise their consumer rights, 

particularly younger or less experienced consumers or the elderly. Financially weak consumers have 

become the target of predatory sales practices, aggressive marketing tactics and the recommending of 

inappropriate financial products by the retail banks. The purpose of the present study is to analyse the role 

and impact of financial literacy on consumer protection in the new environment of digital retail banking 

in India. This study will examine consumer awareness of digital banking products and services, and 

discuss certain of the major banking frauds and mis-selling that occurs with these products and services, 

and the role played by the Reserve Bank of India (RBI), Securities and Exchange Board of India (SEBI) 

and Insurance Regulatory and Development Authority of India (IRDAI) through the application of their 

regulatory powers. The study will look into how incentive-driven Sales processes based on commissions 

and sales revenue as well as aggressive sales cultures in banking are the drivers of unethical practices in 

retail banking. This will be a descriptive and analytical study, drawing upon primary and secondary data. 

The primary data will be drawn from survey of banking consumers by means of a structured questionnaire, 

whereas secondary data will be drawn from existing reports, research articles, policy documents, and 

regulatory publications. The study establishes that financially literate individuals are capable of identifying 
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fraudulent financial advice, understanding risks associated with financial decisions, identifying cyber 

scams, and taking sound financial decisions. Financial literacy is found to be one significant predictor of 

consumers' ability to identify spurious financial advice, to understand financial risks, to avoid being 

cheated through cyber scams and to make correct financial decisions. The study confirms that financial 

literacy can indeed be used as a variable to identify consumer vulnerability and to promote consumer 

protection in India in the digital era. 

 

Keywords: Financial Literacy, Consumer Protection, Digital Banking, Retail Banking, Financial 

Misconduct, Mis selling, Cyber Fraud, Consumer Awareness, Banking Ethics, Financial Inclusion. 

 

1. Introduction 

Financial literacy and consumer protection in the age of digital banking in India: A study is an attempt to 

understand how much the increased access, convenience, and financial inclusion in Indian retail banking, 

enabled by the proliferation of digital banking and financial technology, has altered the landscape. Through 

the advent of internet banking, mobile banking, the Unified Payments Interface (UPI), digital wallets, and 

online investment platforms, how consumers interact with financial institutions has drastically changed. 

Simultaneously, consumers are encountering a rising tide of financial malpractices, cyber fraud, and mis-

selling of financial products and services. Many of these banking consumers, particularly the more 

vulnerable and elderly segments, lack either the knowledge or digital savvy needed to evaluate 

complicated financial products, comprehend digital risks, and assert their consumer rights. This can lead 

to the vulnerable segments of banking consumers being singled out by predatory banking practices and 

pushy sales tactics. The current paper delves into the relationship between financial literacy and consumer 

protection in the context of the developing digital banking ecosystem in India. This study will highlight 

what banking consumers are aware of about digital financial services, investigate commonly perpetrated 

banking misconducts and mis-selling practices and explore the influence of regulatory measures 

implemented by institutions such as the Reserve Bank of India (RBI), the Securities and Exchange Board 

of India (SEBI), and the Insurance Regulatory and Development Authority of India (IRDAI). A substantial 

body of research is available indicating how commission-based incentives, revenue-oriented processes, 

and a goal driven sales culture contribute to and encourage unethical behaviour in retail banking. The 

research approach is descriptive and analytical and will use both primary and secondary data. While 

primary data will be collected from retail banking customers through a structured questionnaire, secondary 

data will be sourced from research papers, reports, policy documents and various regulatory publications. 

Research proves that financial literacy is crucial for consumers to recognize fictitious financial advice, 

gauge financial risks, avoid cyber scams, and take sound financial decisions. The research concludes the 

importance of financial literacy in terms of identification of misleading advice, comprehension of financial 

risks, and prevention of cyber frauds and smart financial decisions for the bank customers. 
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2. Review of Literature 

Customers now routinely transact using online financial services and products of a complex nature; the 

importance of financial literacy has now been elevated to the highest priority for customers in this digital 

era. The general finding from various studies across Studies have shown that financially literate people 

are more able to grasp financial investments, manage risks and take decisions responsibly, and, most 

importantly, to protect themselves from fraud and unethical banking practices. People such as Annamaria 

Lusardi and Olivia S. Mitchell have illustrated through their study That individuals with higher levels of 

financial literacy are able to lower their debt, make more effective financial decisions, and develop greater 

success in their future plans.  

The development and proliferation of digital banking and financial inclusion has boomed in India; 

nonetheless, a large segment of consumers struggle with their understanding of financial products and 

risks in the digital space. Financial unawareness has led a wide array of consumers to be victims of fraud, 

cyber-crimes and mis-selling of financial products. It is the older consumer, along with those new to 

financial matters who are susceptible and are often forced to take suggestions from bank employees 

without fully grasping the conditions, charges and risks of any particular product.  

Consumer protection has therefore always been a major issue of concern in retail banking and regulatory 

bodies, like Reserve Bank of India, have initiated projects such as The Banking Ombudsman Scheme and 

Financial Literacy Centres for raising awareness among consumers and ensuring that they are shielded 

from any unethical practices in the banking sector. But research has revealed that these regulations alone 

are insufficient if they do not work hand-in-hand with consumer financial literacy and awareness of their 

rights and responsibilities.  

Literature also suggests that the target-driven culture adopted by some banks results in unethical practices 

like miss-selling financial products ranging from life insurance policies to mutual funds and investment 

schemes; at times, people are even compelled to purchase these inappropriate products for their financial 

circumstances and risk profiles. Moreover, as there has been a steep growth of digital banking, consumers 

are also vulnerable to threats such as phishing, OTP scams and fraudulent banking apps. A financially and 

digitally literate person would certainly have more propensity to identify any kind of suspicious 

transaction and would be cautious about safe banking practices, and avoid falling victim. 

 

3.  Research Gap 

1 Previous study have looked at financial literacy, adoption of digital banking, consumer protection and 

banking misconduct separately. The interaction between financial literacy and protection from cyber fraud, 

malpractice and fraudulent practice with regards to India's digital retail banking sector has been rarely 

researched. 

2. Research so far has mainly focused on the institutional and regulatory aspects 

3. While vulnerable customers such as the elderly and the financially ill-informed are more prone to 

exploitation, deceptive financial advice and digital banking fraud, little research has been conducted to 

curb the heightened vulnerability of these consumers. There has been minimal research to study to what 

extent financial literacy and consumer protection strategies undertaken by the regulatory bodies like the 
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Reserve Bank of India (RBI), Securities and Exchange Board of India (SEBI), India's Insurance 

Regulatory and Development Authority (IRDA) enhance customer protection and mitigate customer 

vulnerability in India's digital banking sector. 

 

4. Objectives of the Study 

1. To identify the major types of banking frauds and mis-selling practices faced by consumers.  

2. To study the association between financial literacy and consumer protection. 

3. To examine the connection between consumer protection and financial literacy. 

4. To study the level of consumers’ awareness about the cyber security threats and crimes in digital 

banking. 

5. To assess the effectiveness of regulatory initiatives introduced by RBI, SEBI, and IRDAI. 

6. To make recommendations for how to increase consumer protection through financial literacy. 

 

5. Research Hypotheses 

H1: In digital banking, financial literacy significantly improves customer protection.  

H2: Customers that are more financially literate are less susceptible to financial product fraud. 

H3: Digital financial literacy significantly reduces exposure to cyber frauds and online banking scams. 

H4: Protection against banking mis-behaviour and financial literacy are mediated by consumer 

awareness. 

 

6.  Research Methodology 

To explore the effectiveness of digital transformation techniques to improve consumer protection in retail 

banking. The study observed the relationship between consumer protection in digital banking and financial 

literacy using a descriptive and analytical research methodology. However, the descriptive approach helps 

in understanding the current digital banking environment, consumer protection issues and technological 

advancements in the banking industry 

 

Research Design 

The study used a descriptive and analytical research approach to examine how it relates between financial 

literacy and consumer protection in digital banking. 

Data Sources:  

Primary and secondary data are both used in the study. 

Primary Data  

It is suggested that a standardized questionnaire be used to gather primary data from retail banking 

clients. 

 

Secondary Data 

       Secondary data is collected from: 

• RBI reports 
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• SEBI reports 

• IRDAI publications 

• World Bank reports 

• OECD publications 

• Research journals 

• Policy papers 

• Banking fraud reports 

Sampling Technique 

Convenience sampling and stratified sampling techniques may be used for selecting respondents. 

Sample Size 

The proposed sample size is 400 retail banking consumers. 

 

2. Data Interpretation 

Sample Description: The sample consists of 400 retail banking customers who avail themselves of digital 

banking services such as mobile banking, internet banking, UPI, digital wallets and online payment 

systems. All the gathered information were processed for an in depth analysis about the influence of 

financial literacy, consumer protection, mis selling vulnerability and the exposure to cyber fraud. 

Demographic profile of respondents The respondents belong to varied age groups, education levels, and 

also to different levels of using digital banking. Most of the respondents were from age group of 18-45 

years which mean people actively involved in using digital banking facilities. 

 

Financial Literacy Levels 
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Consumer Protection Levels 

 
Mis selling Vulnerability Levels 

 
 

 



 

Advanced International Journal of Multidisciplinary 
Research 

  

E-ISSN: 2584-0487                                                                                                                 
editor@aijmr.com 

 

Volume 4, Issue 3, May-June 2026 
 

CrossRef DOI: 10.62127/aijmr.2026.v04i03.1372 
 

 

AIJMR26031372 Advanced International Journal of Multidisciplinary Research (www.aijmr.com) 7 

 

3. Analysis and Discussion 

The study shows that financial literacy increases the consumer knowledge about financial products, 

banking processes, digital transactions and cyber security practices. Vulnerability levels of consumer 

protection Financially literate consumers are better equipped to recognize misleading recommendations, 

evaluate financial risks and understand the suitability of products. The results also show that the financially 

illiterate are more prone to be victims of misrepresentation of financial products and banking fraud.  

Older consumers and those without experience of the digital world are particularly vulnerable to 

exploitation as they tend to rely on the banking officials for advice on financial matters. The study also 

shows that aggressive sales targets and commission based incentive structure are the main factors that 

facilitate unethical selling behaviour in retail banking. Employees work under pressure to meet targets and 

may prioritize sales performance over consumer welfare. Regulatory authorities have initiated several 

schemes on consumer protection and financial literacy, but many of the consumers are unaware of the 

grievance redressal systems and digital safety practices.  

What the study found  

• Financial literacy helps protect consumers. 

• Increased financial literacy among consumers means they are less susceptible to mis-selling 

• Digital financial literacy can reduce the risk of cyber fraud. 

• Older consumers are especially vulnerable to financial exploitation 

• Banks have aggressive sales targets. 

• Consumers are still not very conscious of the mechanism of grievance redressal.  

• Financial literacy programs must improve. 

 

4.  Findings of the Study 

1. Financial literacy positively influences consumer protection. 

2. Consumers with higher financial literacy are less vulnerable to mis selling. 

3. Digital financial literacy reduces cyber fraud risks. 

4. Elderly consumers are highly vulnerable to financial exploitation. 

5. Aggressive sales targets contribute to unethical banking practices. 

6. Consumer awareness regarding grievance redressal mechanisms remains inadequate. 

7. Existing financial literacy initiatives require stronger implementation. 

 

5.  Conclusion 

The study results show that financial literacy is important to protect customers in the fast-growing world 

of online banking. The digital banking services are expanding in India and consumers are dealing with 

increasing threats from cyber frauds, wrong financial advice, hidden charges and mis-selling of financial 

products. The outcomes reveal that consumers that are financially literate and digitally aware are more 

skilled that understanding a financial product, noting unethical behaviour, and establishing safe and 

informed financial decisions. 



 

Advanced International Journal of Multidisciplinary 
Research 

  

E-ISSN: 2584-0487                                                                                                                 
editor@aijmr.com 

 

Volume 4, Issue 3, May-June 2026 
 

CrossRef DOI: 10.62127/aijmr.2026.v04i03.1372 
 

 

AIJMR26031372 Advanced International Journal of Multidisciplinary Research (www.aijmr.com) 8 

 

The study also shows that consumers who lack financial experience, such as the elderly and those with 

limited digital literacy, are still very vulnerable to exploitation and online banking frauds. Banking 

practices also include unethical behaviour and selling unsuitable products due to aggressive sales targets 

and revenue focus in the retail banking sector. The study states that while regulatory bodies such as 

Reserve Bank of India, Securities and Exchange Board of India and Insurance Regulatory and 

Development Authority of India have started various consumer protection and financial literacy 

programmes, there is a need for more awareness and stronger implementation. The study concludes that 

financial literacy should be an integral part of consumer protection in the digital banking ecosystem. 

Consumers’ financial and digital literacy can help reduce financial vulnerability, increase trust in banks 

and encourage the safe use of digital financial services. Hence, India needs to have a continuous financial 

literacy drive, ethical banking practices and better regulatory oversight to have a more transparent, safe 

and consumer-centric banking system decisions.  

The research also highlights that financially inexperienced consumers, particularly elderly individuals and 

those with limited digital awareness, remain highly vulnerable to exploitation and online banking frauds. 

Aggressive sales targets and revenue-driven banking practices further contribute to unethical behaviour 

and unsuitable product recommendations in the retail banking sector. Although regulatory bodies such as 

the Reserve Bank of India, Securities and Exchange Board of India, and Insurance Regulatory and 

Development Authority of India have introduced various consumer protection and financial literacy 

initiatives, the study suggests that greater awareness and stronger implementation are still required. 

Overall, the study emphasizes that financial literacy should be considered an essential part of consumer 

protection in the digital banking era. Improving financial and digital awareness among consumers can help 

reduce financial vulnerability, strengthen trust in banking institutions, and encourage safer participation 

in digital financial services. Therefore, continuous financial education programs, ethical banking practices, 

and stronger regulatory monitoring are necessary for creating a more transparent, secure, and consumer-

friendly banking system in India. 
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